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INTRODUCTION 

What is an API Endpoint? An API endpoint is a point at which an application program interface (API) -- the 

code that allows two software programs to communicate with each other -- connects with the software 

program. APIs send requests for information from a web application or web server and receive a response. 

 
In other words, API endpoints are the specific digital locations where requests for information are sent by one 

program to retrieve the digital resource that exists there. Endpoints specify where APIs can access resources 

and help guarantee the proper functioning of the incorporated software.  

 
This document intends to show how to connect and use Strata API as an interface where users can 

extract/insert raw data without any graphical user interface. 

 
We need to provide the API with our Strata login details to access Strata data and retrieve an access token. 

Once we have the access token, this will act as an access code and authorise our API access. 

 
Even though you may have access to more than one Strata (e.g. for different organisations), the API will allow 

access to each once you are authenticated. Connecting to each will issue a different access token, valid for 

seven days for security reasons. 
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CONNECTING TO THE STRATA API 

To start using the API and retrieve your access token, you have two options: 

USER INTERFACE (Basic) 
By using your web browser and going to https://api.strata-login.com   

 

 

• Fill in the form with your Strata email and password. 
 

 

 

 
 
 
 
 
 
 
 
 
 
 

• Select the Strata you would like to access. 
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CONNECTING TO THE STRATA API 

• Your access token and details will show like the form below. 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• On this page, you can copy your token by clicking on the copy button by the token. 

• Use this access token as the authorisation header for any request you are sending. 

• The refresh token could be used to obtain a new token. Each refresh token is valid for 21 days, and upon 
using the refresh token, a new token and a new refresh token will be generated. 
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CONNECTING TO THE STRATA API  
 

USING TOOLS LIKE POSTMAN (Advanced) 
This will allow you to consume the API without using a user interface to get the access token. 
 

If you need to see which Strata databases you have access to, send a POST request to: 

https://api.strata-login.com/api/Account/GetAccessibleDatabaseList   

as the image below with your Strata username and password. 

 
 

You can see in the response an array of objects called “UserDbs”, which will show accessible 
Strata. 

 

When you know which Strata you want to connect, pass that to the below POST  request with 
your username, password and strataDB: 

 

 
The response will return your access token, which will be used to make requests and be valid 
for seven days. 
 
You could avoid the first step if you already know which Strata you want to connect to, for 
example, Strata_(Replace Client Name). 
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CONNECTING TO THE STRATA API 
 
Refreshing the access token 
 
Strata API can generate new tokens by passing the refresh token obtained in the previous 
login step. 
 
Each refresh token can be used once. As soon as you refresh your access token, a new 
refresh token will also be returned, which could be used to refresh the access token again. 
 
You need to pass your refresh token in the body of the request like below: 
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CONNECTING TO STRATA API WITH POWER BI  

 
We can use Power BI to create custom visualised reports by extracting the data from the Strata 
API. 

WIZARD 
If you want to use the wizard option, follow the steps below. 

 
• From the “File” menu, select “Get Data”.  

 
 

• In new versions, click on “Web” as shown in the screenshot above; otherwise, click on 
“Other” then select “Web”. 
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CONNECTING TO STRATA API WITH POWER BI  
 

1. Select the “Advanced” option here and fill the form with the requested URL in the 
1st box as shown below. The URL would be the endpoint  you want to access; the 
most common URL is for getting data from a datafeed: Click Here 

 
 In the above example, put your desired DatafeedID after the equal sign, as in 
the picture below. 
 
Tip: When you are viewing a data feed in Strata. The last part is your data 
feed ID. (in this example 16001) 

  
 

Type in a header called “Authorization” in the 2nd box. Then, in the 3rd box, type 
“bearer”, add one space after and paste your access token, which you obtained 
from the previous steps. 

 

 
 

  

1st 

2nd 3rd 
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https://api.strata-login.com/api/Strata/GetDataTrend?DataFeedID=%E2%80%9DReplaceWithYourDataFeedID%E2%80%9D&StartDate=2021-01-01&EndDate=2021-12-01
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CONNECTING TO STRATA API WITH POWER BI  
 

2. Pressing ‘OK’ will return the data. 
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ADVANCED POWER BI SCRIPT EXAMPLE 

USING ADVANCED QUERY 

Here is an example: https://api.strata-login.com/Content/PowerBIQueryExample.txt  

 
Use this example to log in by providing your Strata credentials, retrieving the data from different 
data feeds, and combining those results. You could use the example to call other endpoints by 
simply following the same format as the example. 

 
To use this, you need to go to “File” => “Get Data” => “Blank Query”, then from the left-hand 
side, right-click on the new query (usually called “Query 1”) and select “Advanced Query”, then 
paste the above example.  
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EXAMPLE OF USING AN ENDPOINT WITH AN                   
ACCESS TOKEN 
 

Endpoint example: https://api.strata-login.com/api/Strata/GetDataTrend  

 

• Go to the “Authorization” tab, select ‘bearer token’ and 

paste the obtained token. 
 

 

• Go to the “Params” tab and add your parameters; in this case, the 
data feed ID, start and end date are below.  
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EXAMPLE OF INSERTING DATA INTO STRATA WITH AN 
ACCESS TOKEN 
 

Endpoint example: https://api.strata-login.com/api/Strata/InsertDataFeedReading   

• Go to the “Authorization” tab, select “bearer token”, 

and paste the obtained token from the previous 

steps. 

 

 

• Change your method to “POST” and go to the “Body” tab and send your readings like below: 
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API Limits 

There are two types of limits on the API: 

• Short time limiter:  

o 15 seconds for subsequent POST requests 

o A second for subsequent GET requests 

• An hourly limiter: 

o 1000 requests within an hour per user 
 

ALL AVAILABLE ENDPOINTS AND DOCUMENTATION  

• To see all the available Strata API endpoints and their documentation, please Click here. 

   

 

https://api.strata-login.com/Help

